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1 . ^ This communication is responsive to 02 June 2005 . 

2. ^ The allowed claim(s) is/are 1-46 . 

3. H The drawings filed on 1 7 August 2000 are accepted by the Examiner. 

4. □ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 1 19(a)-(d) or (f). 
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3. □ Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 
* Certified copies not received: . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
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Paper No./Mail Date . 
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DETAILED ACTION 

1 . Claims 1 -46 are pending. 

Response to Arguments 

2. Applicant's arguments filed 02 June 2005 have been fully considered and they 
are persuasive. 

Allowable Subject Matter 

3. Claims 1-46 are allowed. 

4. The following is an examiner's statement of reasons for allowance: The present 
invention is directed towards a method and apparatus for replicating and analyzing 
undesirable software entities, such as worm programs, in an emulated data processing 
and communication environment. Each independent claim identifies the uniquely distinct 
features "executing the software program of an isolated network without having a 
direct connection to another isolated network, monitoring the operation of a 
software program, and analyzing data within the emulation environment by 
emulating the behavior of a software program over the network". 

The closest prior art Schnurer et al. (US Patent No. 5,842,002) discloses a computer 
virus trapping device that detects and eliminates computer viruses before they can enter 
a computer system and wreck havoc on its files, peripherals, etc., either singularly or in 
combination, fail to anticipate or render the above underlined limitations obvious. 
The closest prior art Nachenburg (US Patent No. 5,826,013) discloses a polymorphic 
anti-virus module comprising a CPU emulator for emulating the target program, a virus 
signature scanning module for scanning decrypted virus code, and an emulation control 
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module, either singularly or in combination, fail to anticipate or render the above 
underlined limitations obvious. 

The closest prior art Chi (US Patent No. 5,978,917) discloses an apparatus and method 
for detecting the presence of macro viruses within a digital computer, either singularly or 
in combination, fail to anticipate or render the above underlined limitations obvious. 
The closest prior art McLain, Jr. (US Patent No. 5,812,826) discloses a method and 
apparatus for emulating a change-of-state report network fully tests a monitor and/or 
control system, either singularly or in combination, fail to anticipate or render the above 
underlined limitations obvious. 

The closest prior art Chambers (US Patent No. 5,398,196) discloses a behavior 
analyzing antivirus program detects viral infection of a target program by emulating the 
execution of the target program and analyzing the emulated execution to detect viral 
behavior, either singularly or in combination, fail to anticipate or render the above 
underlined limitations obvious. 

5. Therefore, claims 1,27 and 37, and the respective dependent claims 2-26, 28- 
36, and 38-46 are in condition for allowance. 

Conclusion 

Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Courtney D. Fields whose telephone number is 571- 
272-3871 . The examiner can normally be reached on Mon - Thurs. 6:00 - 4:00 pm; off 
every Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on 571-272-3865. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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